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Abstract—Ambient backscatter communication (ABC) enables
low-cost and energy-efficient connectivity for Internet of Things
(IoT) devices by leveraging ambient radio-frequency (RF) signals.
However, the passive nature and open wireless medium of ABC
systems make them vulnerable to detection by unauthorized
receivers (wardens). To mitigate this risk, covert communication,
which conceals transmissions by embedding them within noise,
offers a promising security enhancement for ABC systems.
This paper proposes a jammer-assisted reflection coefficient
optimization framework to enhance the covertness and reliability
of ABC systems with an endogenous warden and an external
jammer. Specifically, we consider two distinct jamming patterns:
uniformly distributed and truncated exponentially distributed
artificial noise power. We derive closed-form expressions for both
the outage probability of the backscatter link and the minimum
detection error rate at the warden under these jamming patterns.
Based on these expressions, we determine the optimal reflection
coefficients that maximize the effective covert rate while satisfying
a predefined covertness constraint. Additionally, we introduce
the concept of jamming cost to evaluate the efficiency and
applicability of different jamming patterns in terms of the
required jamming power to achieve a desired level of covertness.
Numerical results validate the effectiveness of the proposed
optimization framework and reveal that while uniform jamming
provides stronger covertness and lower jamming cost, truncated
exponential jamming achieves a lower outage probability. These
findings provide key insights for designing secure and efficient
ABC systems across diverse IoT deployment scenarios.

Index Terms—Ambient backscatter communication, artificial
noise, covert communication, covert rate, jamming patterns,
reflection coefficient optimization.
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I. INTRODUCTION

AMbient backscatter communication (ABC) is a promising
technology for sustainable and energy-efficient Internet

of Things (IoT) applications [1]. By leveraging ambient radio-
frequency (RF) signals from sources such as cellular, TV,
and Wi-Fi networks, ABC enables battery-free or energy-
harvesting devices to communicate without dedicated transmit-
ters [2]. This approach offers pervasive connectivity, minimal
cost, and substantial energy savings, making it well-suited
for various low-power IoT applications [3]. For instance, in
smart homes, ABC allows devices such as temperature sensors,
smart meters, and security systems to function with minimal
power by reflecting existing RF signals [4]. In smart cities,
ABC supports distributed sensor networks for real-time traffic
and environmental monitoring, eliminating frequent battery re-
placements [5]. In healthcare, ABC facilitates energy-efficient
communication for wearable and implantable medical devices,
supporting continuous patient monitoring while reducing bat-
tery dependency and enabling miniaturization [6]. By leverag-
ing ambient RF signals, ABC enhances the sustainability of
IoT systems, making it a key innovation for next-generation
wireless technologies.

In an ABC system consisting of an RF source, a battery-
free tag, a legacy receiver (acting as an internal warden), and
a backscatter receiver, the tag modulates its information onto
ambient signals by varying its reflection coefficient, enabling
passive communication with the backscatter receiver. While
miniaturized tags enhance data interaction, their widespread
deployment also introduces security risks, including man-
in-the-middle attacks and communication disruptions. For
example, in smart cities, compromised transportation data
could threaten both personal and corporate assets. In smart
healthcare, leaked location data and behavioral patterns from
implanted devices could violate privacy. Since the internal
warden shares the same frequency band and is often near the
tag, it can easily detect backscatter transmissions, increasing
the risk of eavesdropping and malicious attacks [7].

Conventional security measures, such as encryption and
physical layer security (PLS) [8], are often unsuitable for
these resource-constrained and passive devices due to their
high computational and energy demands. Additionally, the
effectiveness of PLS can be limited in environments with
unpredictable or unfavorable channel conditions [9]. To ad-
dress these challenges, covert communication, which hides
backscatter transmissions within noise, has gained attention
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as a promising security solution for ABC systems.
Previous works have explored various techniques for covert

communication, such as using artificial noise generated by
full-duplex receivers [10], [11] or embedding artificial noise
into carrier signals [12]. However, these approaches are often
not feasible in ABC systems due to hardware complexity and
energy constraints. To address this, this paper employs an
external friendly jammer that emits artificial noise to enhance
the covertness of backscatter communication. We consider
two jamming patterns: the uniform distribution (previously
discussed in [13]) and the truncated exponential distribution.
These patterns represent different strategies for allocating the
jammer’s artificial noise power, which directly impacts both
the covertness and reliability of the ABC system. In this paper,
we formulate and analyze the covert rate maximization prob-
lem for the backscatter link under these two jamming patterns.
Specifically, we optimize the tag’s reflection coefficient for
each pattern while ensuring compliance with the covertness
constraint. In addition, we examine the effect of different jam-
ming power distributions on system covertness and reliability.
Finally, we compare the jamming costs associated with both
jamming patterns, defined as the minimum required maximum
jamming power needed to achieve a given covertness level.
The main contributions of this paper are as follows:

• We consider a practical covert ABC scenario with an
endogenous warden and an external friendly jammer. We
formulate a reflection coefficient optimization problem
for the tag to maximize the effective covert rate of
the backscatter link under the covertness constraint and
the two different jamming patterns (i.e., uniform and
truncated exponential distributions).

• We derive closed-form expressions for the outage prob-
ability of the backscatter link and the warden’s average
minimum detection error rate under both jamming pat-
terns, considering random channel fading and artificial
noise randomness.

• We analyze the monotonicity of the effective covert rate
and the warden’s average minimum detection error rate
with respect to the tag’s reflection coefficient, leading
to optimal reflection coefficient solutions under the two
jamming patterns.

• We introduce the concept of jamming cost to evaluate the
power efficiency of different jamming patterns, providing
insights into the applicability of each pattern across
various scenarios.

II. RELATED WORK

A. Ambient Backscatter Communication (ABC)

ABC enables devices to transmit data by reflecting and
modulating existing ambient RF signals instead of generating
their own. The passive communication mechanism of ABC
offers significant advantages, such as low power consumption
and cost-effectiveness, but also introduces unique challenges
in system design and performance optimization. One of the
primary challenges in ABC systems is the non-deterministic
and sporadic nature of ambient signals, which can adversely
affect the reliability and throughput of the backscatter link [1].

Several studies have attempted to address this challenge
from different perspectives. For example, Kishore et al. [14]
proposed an opportunistic ABC framework for RF-powered
cognitive radio networks, optimizing energy efficiency through
analytical expressions for throughput and energy consumption.
This approach blends opportunistic spectrum sensing, ambient
backscattering, and harvest-then-transmit strategies to improve
overall system efficiency. To enhance robustness in ABC
systems, Zhang et al. [15] formulated a chance-constrained
optimization problem to maximize the minimum user rate
while considering imperfect channel state information (CSI).
Their work addresses the uncertainty in channel conditions,
which is critical for reliable communication. Ye et al. [16]
derived outage probabilities for the primary and backscatter
links, providing insights into system reliability under various
conditions. In addition, Yang et al. [17] investigated coop-
erative ABC systems and designed a cooperative receiver
capable of recovering information from both the RF source
and the ambient backscatter device. Similarly, Zhao et al. [18]
investigated cooperative ABC systems and derived ergodic
sum capacity expressions for both primary and backscatter
transmissions, accounting for sensitivity constraints at the tag.

B. Covert Communication for ABC

Covert communication aims to conceal the presence of
transmissions from potential wardens or eavesdroppers by
embedding them within noise, thereby enhancing communi-
cation security [7]. In the context of ABC systems, covert
communication techniques can prevent the warden from de-
tecting the tag’s transmissions, addressing critical security
concerns in open and shared frequency bands. Several studies
have explored covert communication strategies for backscatter
systems.

One prominent approach involves utilizing full-duplex re-
ceivers to emit artificial noise for covertness. For example,
Hu et al. [10] were the first to study this aspect and exam-
ined its performance under fading channels. Similarly, Liu et
al. [11] analyzed the feasible region of artificial noise power at
the receiver based on the transmission power of the uncontrol-
lable RF source and the reflection coefficient of the tag. They
also derived the closed-form covert rate and expected detection
error probability at the warden, revealing the existence of
their tradeoff. W. Ma et al. [19] extended this approach by
investigating covert communication in the presence of multiple
randomly distributed wardens, analyzing the joint decoding
performance of cooperative receivers. They utilized a full-
duplex receiver to transmit variable-power interference signals
and derived strong covertness constraints. While these studies
provide important theoretical contributions, deploying full-
duplex receivers to emit artificial noise in ABC systems may
not always be feasible due to the high power consumption and
complexity associated with full-duplex operation.

Another line of research focuses on the transmitter emitting
artificial noise signals to confuse the warden. For instance,
Shahzad et al. [20] proposed a covert monostatic backscatter
system where the transmitter emits artificial noise signals
with varying power. Wang et al. [12] introduced a covert
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communication framework for bistatic backscatter systems,
employing dedicated carrier signals embedded with artificial
noise to support the tag’s backscatter communication. How-
ever, in resource-constrained ABC systems, requiring time-
varying artificial noise from the RF source or embedding it
within ambient signals is often impractical.

Recent research has also explored beamforming techniques
to achieve covertness in ABC systems. Liu et al. [21] proposed
a novel scheme in which covertness is attained by utilizing a
multi-antenna tag rather than relying on artificial noise or a
power-variable RF source.

C. Friendly Jamming in Covert Communication

Using an external friendly jammer to emit artificial noise
provides an effective alternative to dedicated transmitters,
receivers, or tags. For instance, Liu et al. [22] investigated
secure communication with a wireless-powered friendly jam-
mer, proposing a two-phase communication protocol where the
jammer harvests energy from the source and then uses it to
emit artificial noise. To further improve secrecy performance,
Li et al. [23] proposed friendly jammer selection schemes
in multiuser scheduling scenarios and derived their secrecy
outage probability expressions. Furthermore, Qi et al. [24]
considered maximizing cost-efficiency in friendly jamming
and interference mitigation under users’ transmission rate
constraints.

Although friendly jamming has advanced covert communi-
cation, its application in ABC systems, particularly the joint
effect of the tag’s reflection coefficient and the jammer’s
artificial noise pattern, has been largely overlooked. This
work addresses that gap by examining how two represen-
tative jamming power distributions, uniform and truncated
exponential, enhance covert communication performance in
ABC while considering the associated jamming costs. By
optimizing the tag’s reflection coefficient under these jamming
patterns, our approach enables secure communication without
requiring complex full-duplex hardware or modifications to
the ambient RF source, making it well-suited for practical,
resource-constrained IoT applications.

III. PROBLEM DEFINITION

A. System Model

As depicted in Fig. 1, we consider an ambient backscat-
ter system, where an endogenous warden and an external
friendly jammer are included. The tag aims to send infor-
mation passively and covertly to the backscatter receiver by
reflecting incident signals from the RF source and exploiting
the jammer’s artificial noise. Meanwhile, the warden with a
radiometer attempts to detect this covert link for potentially
malicious purposes. It is worth noting that all nodes in this
system are equipped with a single antenna, and each time slot
involves n channel uses. The channel gains are assumed to
remain constant within each time slot and vary independently
across different slots. The channel responses of the links are
denoted as gsw (source-warden), gst (source-tag), gsr (source-
receiver), gjw (jammer-warden), gjr (jammer-receiver), htw

(tag-warden), and htr (tag-receiver).

RF SourceJammer

Warden Tag
Backscatter

Receiver

gswgjr
gst gsr

htw htr

gjw

Fig. 1. Covert communication model for ambient backscatter systems.

Given the short range of the tag-receiver link and the
unobstructed line-of-sight (LoS) path, htr is assumed to follow
a Rician fading model dominated by a deterministic LoS
component with an additional Rayleigh fading component.
Following the worst-case scenario in [12], the warden is
assumed to be close to the tag, and htw follows the same
fading model. Consequently, the channel responses for both
the tag-receiver and tag-warden links can be expressed as

hij =

√
κ

1 + κ
hLoS
ij +

√
1

1 + κ
hNLoS
ij , (1)

where ij ∈ {tr, tw}, κ is the Rician factor, hLoS
ij and hNLoS

ij

denote the deterministic LoS component and the Rayleigh
fading component, respectively [25]. The Rician factor κ
indicates the dominance of the deterministic LoS component
over the random multipath component. A large κ corresponds
to strong LoS dominance, making the channel conditions
more predictable to the warden, thus representing the most
challenging scenario for covert communication. In contrast to
these links, we assume that the RF source and the jammer
are relatively distant from other terminals, resulting in long-
distance links with significant multipath effects. Therefore,
gsw, gst, gsr, gjw, and gjr are assumed to follow Rayleigh
fading, with their average channel gains being 1/λkl, where
kl ∈ {sw, st, sr, jw, jr} [12].

The backscatter signal reflected by the tag is x(i) =√
αPgste(i)s(i), where i = 1, 2, . . . , n denotes the index of

each channel use, α represents the tag’s reflection coefficient
(0 < α ≤ 1), and P denotes the RF source’s transmit
power. The signal emitted by the RF source, e(i), satisfies
E[e(i)e∗(i)] = 1, and the signal modulated by the tag, s(i),
satisfies E[s(i)s∗(i)] = 1. The reflected jammer signal by the
tag is considered negligible due to the weak and random nature
of the jamming signal at the tag.

The received signal at the backscatter receiver is given by

yr(i) = htrx(i) +
(√

ϕ1Pgsre(i) +
√
ϕ2Jgjrj(i)

)
+ nr(i),

(2)
where j(i) and J denote the jammer’s artificial noise for the
i-th channel use and its transmit power, respectively, satisfying
E[j(i)j∗(i)] = 1. nr(i) represents the additive white Gaussian
noise (AWGN) at the backscatter receiver with power σ2

r .
Additionally, ϕ1 and ϕ2 ∈ [0, 1] denote the interference
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cancellation coefficients for the RF source’s signal and the
jammer’s signal, respectively, where ϕ1 = ϕ2 = 0 indicates
perfect interference cancellation [26], [27]. It is assumed that
x(i) and e(i) are circularly symmetric complex Gaussian
random variables.

B. Problem Formulation

Considering both the channel uncertainty and the random-
ness of artificial noise from the jammer, we aim to maximize
the effective covert rate of the backscatter link while satisfying
a covertness constraint. The effective covert rate is defined as
Rc(α) = R(1−θ(α)), where R is the predefined transmission
rate, and θ(α) is the outage probability of the backscatter
link as a function of the tag’s reflection coefficient α. The
optimization problem for α can be formulated as

max
α

Rc(α)

s.t.

{
0 < α ≤ 1,

E{ξ∗(α)} ≥ 1− ϵ,

(3)

where E{ξ∗(α)} represents the average minimum detection
error rate at the warden, and ϵ ∈ [0, 1] is a predefined
covertness threshold.

C. Two Types of Jamming Patterns

The jammer emits jamming signals to enhance the covert-
ness of the backscatter link by masking its transmissions.
Different jamming patterns, characterized by varying artificial
noise power distributions, can impact system covertness and
achievable covert rates differently, even when their maximum
artificial noise power levels are identical. This paper considers
two widely used jamming patterns, uniform distribution [10],
[11] and truncated exponential distribution [28], for the jam-
mer’s artificial noise power. Later, in Section V, we introduce
the concept of jamming cost to quantitatively compare the
power efficiency of these patterns.

Pattern I (Uniform Distribution): The artificial noise power
J follows a uniform distribution over the interval [0,W ] with
the probability density function (PDF) given by

fu
J (w) =

{
1
W , 0 ≤ w ≤ W,
0, otherwise,

(4)

where W represents the maximum transmit power of the
artificial noise generated by the jammer.

Pattern II (Truncated Exponential Distribution): The artifi-
cial noise power J follows a truncated exponential distribution
over the interval [0,W ] with the PDF given by

fe
J(w) =

{
λe−λw

1−e−λW , 0 ≤ w ≤ W,

0, otherwise,
(5)

where λ denotes the rate parameter of the truncated exponen-
tial distribution.

IV. OPTIMAL COVERT TRANSMISSION UNDER
DIFFERENT JAMMING PATTERNS

Considering the channel uncertainty and the randomness
of the artificial noise, the problem (3) is challenging to
solve directly. To address this challenge, we first derive the
outage probability of the backscatter link θ(α) under both
jamming patterns. Subsequently, we analyze the warden’s
detection mechanism and derive closed-form expressions for
the warden’s average minimum detection error rates E{ξ∗(α)}.
Finally, by examining the monotonicity of both the effective
covert rates Rc(α) and the warden’s average minimum detec-
tion error rates E{ξ∗(α)} with respect to the tag’s reflection
coefficient α, we obtain efficient solutions for the optimal α.

A. Outage Probability at the Backscatter Receiver

The signal-to-interference-plus-noise Ratio (SINR) at the
backscatter receiver is given by

SINRr =
αP |gst|2|htr|2

ϕ1P |gsr|2 + ϕ2J |gjr|2 + σ2
r

. (6)

To obtain the outage probability of the backscatter link, it is
necessary to consider the randomness in both the channel gains
and the jamming’s transmit power J .

Lemma 1. The outage probabilities of the backscatter link
under jamming Pattern I and Pattern II are given by

θu(αu) = 1− Φ(cu)
ln(λjr + duλstW )− ln(λjr)

duWλst
, (7)

and

θe(αe) = 1−Φ(ce)
λe

λλjr
deλst (Ei(

−λλjr+deWλstλ
deλst

)− Ei(− λλjr

deλst
))

deλst(1− e−λW )
,

(8)
respectively. In this paper, subscript and superscript x ∈
{u, e} is used to denote which jamming pattern is employed,
with x = u for Pattern I and x = e for Pattern II. Here, for
each x ∈ {u, e}, Φ(cx) = λsrλjr

e−bxλst

cxPλst+λsr
, ux = 2R−1

αx|htr|2P ,
cx = uxϕ1 > 0, dx = uxϕ2 > 0, bx = uxσ

2
r . The exponential

integral function is given by Ei (·) =
∫ x

−∞
et

t dt.

Proof. Based on the definition of transmission outage prob-
ability, the outage probability of the backscatter link under
jamming Pattern I is given by

θu(αu) = Pr
{

αP |gst|2|htr|2
ϕ1P |gsr|2+ϕ2J|gjr|2+σ2

r
≤ 2R − 1

}
=

∫Mu

0

∫∞
0

∫∞
0

∫W

0
fu(x, y, z, w) dx dy dz dw,

(9)
where fu(x, y, z, w) = f|gst|2(x)f|gsr|2(y)f|gjr|2(z)f

u
J (w),

f|gst|2(x) = λste
−λstx, f|gsr|2(y) = λsre

−λsry , f|gjr|2(z) =
λjre

−λjrz , fu
J (w), and Mu = cuPy + duwz + bu. Note that

the random variables |gst|2, |gsr|2, |gjr|2, and J are mutually
independent. We calculate the integral in (9) to obtain the
closed-form expression of θu(αu). Similarly, under jamming
Pattern II, we can derive the closed-form expression for θe
in (8) by following the same method, but using the truncated
exponential distribution for J .
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B. Detection Mechanism at the Warden

To ensure a robust security analysis, we adopt a conser-
vative approach and assume the warden has knowledge of
the channel responses gsw, gjw, and htw. This represents
a worst-case scenario for covert communication, as it gives
the warden the maximum possible advantage in detecting the
tag’s transmissions. To create uncertainty at the warden, the
jammer randomizes its transmit power, causing fluctuations in
the power received by the warden. Consequently, the warden
becomes uncertain whether an increase in received power is
due to the backscatter link or merely caused by fluctuations
in the jammer’s artificial noise J .

Since the warden often knows or suspects the time inter-
vals of potential backscatter transmissions, it employs binary
hypothesis testing to infer the presence of backscatter commu-
nication. By observing the received signals during these time
slots, the warden makes a decision based on two hypotheses.
Under the null hypothesis H0, the tag is not transmitting, and
under the alternative hypothesis H1, the tag is transmitting.
The received signal at the warden is expressed as yw(i) for
the i-th channel use, i.e.,

yw(i) =

{ √
Pgswe(i) +

√
Jgjwj(i) + nw(i), H0,√

Pgswe(i) +
√
Jgjwj(i) + htwx(i) + nw(i), H1,

(10)
where nw(i) is the AWGN at the warden with power σ2

w.
We assume equal prior probabilities for the hypotheses H0

and H1. In binary hypothesis testing, the false alarm and
miss-detection rates are PFA = Pr{D1|H0} and PMD =
Pr{D0|H1}, where D1 and D0 are the decisions in favor of H1

or H0, respectively (i.e., deciding whether the tag is reflecting
or not). Under equal priors, the detection error rate is

ξ = PFA + PMD. (11)

Combining the Neyman-Pearson criterion and the likelihood
ratio test [29], the optimal decision rule for the warden to
minimize its detection error can be expressed as

Pw

D1

≷
D0

τ, (12)

where Pw = 1
n

∑n
i=1 |yw(i)|2 is the average received power

at the warden over a slot consisting of n channel uses. The
detection threshold τ serves as the criterion for deciding the
presence or absence of the tag’s signal. Based on the strong
law of large numbers, we assume an infinite number of channel
uses, i.e., n → ∞, giving

Pw =

{
P |gsw|2 + J |gjw|2 + σ2

w, H0,
P |gsw|2 + J |gjw|2 + αP |gst|2|htw|2 + σ2

w, H1.
(13)

C. Minimum Detection Error Rate at the Warden

If the warden fails to detect the backscatter transmission
or has an extremely low probability of detecting it, we can
conclude that the tag successfully achieves covert information
transmission. To evaluate the system’s covertness, it is neces-
sary to assess the warden’s detection performance. Therefore,

we first derive expressions for the warden’s false alarm rate
and miss-detection rate.

Lemma 2. The false alarm and miss-detection rates at the
warden for an arbitrary detection threshold under jamming
Pattern I and Pattern II are given by

Pu
FA(τu) =


1, τu < q1,
1− τu−q1

W |gjw|2 , q1 ≤ τu ≤ q2,

0, τu > q2,

Pu
MD(τu) =


0, τu < q3,
τu−q3

W |gjw|2 , q3 ≤ τu ≤ q4,

1, τu > q4,

(14)

and

P e
FA(τe) =


1, τe < qe1,

1− 1−e
−λ(τe−qe1)

|gjw|2

1−e−λW , qe1 ≤ τe ≤ qe2,

0, τe > qe2,

P e
MD(τe) =


0, τe < qe3,

1−e
−λ(τe−qe3)

|gjw|2

1−e−λW , qe3 ≤ τe ≤ qe4,

1, τe > qe4,
(15)

respectively, where q1 = P |gsw|2 + σ2
w, q2 = P |gsw|2 +

W |gjw|2+σ2
w, q3 = P (|gsw|2+Q)+σ2

w, Q = αu|gst|2|htw|2,
q4 = P (|gsw|2 + Q) +W |gjw|2 + σ2

w, qe1 = P |gsw|2 + σ2
w,

qe2 = P |gsw|2 +W |gjw|2 +σ2
w, qe3 = P (|gsw|2 +Qe)+σ2

w,
Qe = αe|gst|2|htw|2, and qe4 = P (|gsw|2 +Qe)+W |gjw|2+
σ2
w. We denote αu and αe as the reflection coefficients under

jamming Pattern I and Pattern II, respectively.

Proof. Through (10), the false alarm rate under jamming
Pattern I is derived as

Pu
FA(τu) = Pr{P |gsw|2 + J |gjw|2 + σ2

w > τu}

=


1, τu < q1,

Pr
{
J >

τu−σ2
w−P |gsw|2
|gjw|2

}
, q1 ≤ τu ≤ q2,

0, τu > q2.
(16)

Similarly, the miss-detection rate is determined as

Pu
MD(τu) = Pr{P (|gsw|2 +Q) + J |gjw|2 + σ2

w < τu}

=


0, τu < q3,
Pr
{
J < τu−q3

|gjw|2
}
, q3 ≤ τu ≤ q4,

1, τu > q4.
(17)

Here, the uniform PDF fu
J (w) for J is deployed under

jamming Pattern I. For jamming Pattern II, similar derivations
are performed using the truncated exponential distribution of
J .

Based on Lemma 2, we derive the optimal detection
thresholds for the warden under jamming Pattern I and Pattern
II.

Theorem 1. The warden’s optimal detection thresholds under
jamming Pattern I and Pattern II are given by

τ∗u =

{
[q2, q3] , q2 < q3,
[q3, q2] , q2 ≥ q3,

(18)
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and

τ∗e =

{
[qe2, qe3] , qe2 < qe3,
[qe3, qe2] , qe2 ≥ qe3,

(19)

respectively. The corresponding minimum detection error rates
can be expressed as

ξ∗u =

{
0, q2 < q3,

1− αuP |gst|2|htw|2
W |gjw|2 , q2 ≥ q3,

(20)

and

ξ∗e =

 0, qe2 < qe3,

1 + e
−αeλP |gst|2|htw|2

|gjw|2 −1
1−e−λW , qe2 ≥ qe3,

(21)

respectively.

Proof. Under jamming Pattern I, we have q1 < q3 and q4 ≥
max(q2, q3).

When q2 < q3, the detection error rate at the warden can
be reformulated as

ξu =


1, τu < q1,
1− τu−q1

W |gjw|2 , q1 ≤ τu < q2,

0, q2 ≤ τu ≤ q3,
τu−q3

W |gjw|2 , q3 < τu ≤ q4,

1, τu > q4.

(22)

In this case, the warden can set τu ∈ [q2, q3] to achieve ξu = 0.
Correspondingly, the inequality αuP |gst|2|htw|2 > W |gjw|2
holds, meaning this covert communication behavior can be
detected with a probability of one.

When q2 ≥ q3, the detection error rate at the warden
becomes

ξu =



1, τu < q1,
1− τu−q1

W |gjw|2 , q1 ≤ τu < q3,

1− αuP |gst|2|htw|2
W |gjw|2 , q3 ≤ τu ≤ q2,

τu−q3
W |gjw|2 , q2 < τu ≤ q4,

1, τu > q4.

(23)

When q3 ≤ τu ≤ q2, ξu remains constant and is given by
ξu = 1 − αuP |gst|2|htw|2/(W |gjw|2). When q1 ≤ τu < q3,
ξu is strictly decreasing monotonically with respect to τu and
can be expressed as ξu = 1− (τu− q1)/(W |gjw|2). Similarly,
when q2 < τu ≤ q4, ξu is increasing monotonically with τu
and is given by ξu = (τu − q3)/(W |gjw|2).

Based on these observations, the minimum detection error
rate ξ∗u is achieved when the optimal detection threshold τ∗u
lies within the interval [q3, q2]. In this case, it is given by
ξ∗u = 1− (αuP |gst|2|htw|2)/(W |gjw|2).

Under jamming Pattern II, we have qe1 < qe3 and qe4 ≥
max(qe2, qe3). When qe2 < qe3, the detection error rate at the
warden is

ξe =



1, τe < qe1,

1− 1−e
−λ(τe−qe1)

|gjw|2

1−e−λW , qe1 ≤ τe < qe2,

0, qe2 ≤ τe ≤ qe3,

1−e
−λ(τe−qe3)

|gjw|2

1−e−λW , qe3 < τe ≤ qe4,

1, τe > qe4.

(24)

In this case, the warden can set τe ∈ [qe2, qe3] to achieve
ξe = 0. The inequality αeP |gst|2|htw|2 > W |gjw|2 serves as
a criterion for detecting this covert communication behavior
with a probability of one.

When qe2 ≥ qe3, the detection error rate at the warden
becomes

ξe =



1, τe < qe1,

1 + e
−λ(τe−qe1)

|gjw|2 −1
1−e−λW , qe1 ≤ τe < qe3,

1 + e
−αeλP |gst|2|htw|2

|gjw|2 −1
1−e−λW , qe3 ≤ τe ≤ qe2,

1−e
−λ(τe−qe3)

|gjw|2

1−e−λW , qe2 < τe ≤ qe4,

1, τe > qe4.

(25)

When τe ∈ [qe3, qe2], ξu remains constant and is given by

ξe = 1 +
(
e
−αeλP |gst|2|htw|2

|gjw|2 − 1
)
/
(
1− e−λW

)
. When τe ∈

[qe1, qe3], ξe is strictly decreasing monotonically with τe and

is expressed as ξe = 1+
(
e
−λ(τe−qe1)

|gjw|2 −1
)
/
(
1−e−λW

)
. Also,

when τe ∈ [qe2, qe4], ξe is increasing monotonically with τe

and is given by ξe =
(
1− e

−λ(τe−qe3)

|gjw|2
)
/(1− e−λW ).

Thus, the minimum detection error rate ξ∗e is achieved when
the optimal detection threshold τ∗e lies within [qe3, qe2], and

it is given by ξ∗e = 1+
(
e
−αeλP |gst|2|htw|2

|gjw|2 − 1
)
/
(
1− e−λW

)
.

Remark 1. The noise variance at the warden, denoted as
σ2
w, does not impact the minimum detection error rates (i.e.,

ξ∗u and ξ∗e ) under the two jamming patterns, even though
it is considered in the optimal threshold of the radiometer.
Under jamming Pattern I, the minimum detection error rate
ξ∗u primarily depends on the reflection coefficient of the tag
αu and the ratio of the RF source’s transmit power P to the
maximum artificial noise power W . As αu → 0 or P/W → 0,
ξ∗u approaches 1. Similarly, under jamming Pattern II, the
minimum detection error rate ξ∗e exhibits a similar dependence
on the reflection coefficient of the tag αe and the ratio P/W .
As αe → 0 or P/W → 0, ξ∗e approaches 1, reflecting the
warden’s inability to detect the tag’s transmission under such
conditions.

D. Average Minimum Detection Error Rate

Equations (20) and (21) present the minimum detection
error rates for the two jamming patterns. However, each
equation splits into two distinct cases due to inherent channel
uncertainties, making it challenging to precisely derive a single
closed-form expression for the warden’s minimum detection
error rate. Therefore, under each jamming pattern, we take
the average value of ξ∗ across both cases as the covert
metric to evaluate the performance of the backscatter link.
Consequently, the average minimum detection error rate of
the warden, E{ξ∗(α)}, is described as a covertness constraint
in (3). The next step is to calculate the average minimum
detection error rates of the warden under the two jamming
patterns, i.e., E{ξ∗u(αu)} and E{ξ∗e (αe)}.
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Theorem 2. Under jamming Pattern I, the average minimum
detection error rate at the warden, based on the optimal
detection threshold τ∗u , is given by

E{ξ∗u(βu)} = 1− β2
u + βu lnβu, (26)

where βu ≜ (αuP |htw|2λjw)/(αuP |htw|2λjw + λstW ) ∈
(0, 1).

Proof. From (20), the mean value of ξ∗u is determined as

E{ξ∗u} = Pr {q2 < q3} × 0 + Pr {q2 ≥ q3} × E{ξ∗u|q2 ≥ q3}.
(27)

We have

Pr {q2 ≥ q3} = Pr
{
|gst|2 ≤ W |gjw|2

αuP |htw|2

}
=

∫∞
0

∫ Wv
αuP |htw|2

0 f|gst|2(x)f|gjw|2(v) dx dv

= λstW
αuP |htw|2λjw+λstW

,
(28)

and

E{ξ∗u|q2 ≥ q3}

= E
{
1− αuP |gst|2|htw|2

W |gjw|2
|q2 ≥ q3

}
= 1 +

αuP |htw|2λjw

λstW

{
λstW

αuP |htw|2λjw + λstW

− ln(1 +
λstW

αuP |htw|2λjw
)

}
.

(29)

Substituting (28) and (29) into (27) completes the proof.

Theorem 3. Under jamming Pattern II, the average minimum
detection error rate at the warden, based the optimal detection
threshold τ∗e , is derived as

E{ξ∗e (βe)} = − βee
−λW

(βe+1)(1−e−λW )
+ λW

(1−e−λW )(βe+1)
e

λW
βe

×
(
Γ
(
−1, λW

βe

)
− Γ

(
−1, λW

βe
+ λW

))
,

(30)
where βe = Wλst/

(
αeP |htw|2λjw

)
∈ (0, 1) and Γ (a, x) =∫∞

x
ta−1e−tdt, x > 0, a ∈ R, denotes the upper incomplete

gamma function [30].

Proof. From (21), the mean value of ξ∗e is given by

E{ξ∗e} = Pr{qe2 < qe3} × 0

+ Pr{qe2 ≥ qe3} × E{ξ∗e |qe2 ≥ qe3}. (31)

We have

Pr{qe2 ≥ qe3}

= Pr

{
|gst|2 ≤ W |gjw|2

αeP |htw|2

}

=

∫ ∞

0

∫ Wv
aeP |htw|2

0

f|gst|2(x)f|gjw|2(v) dx dv

=
λstW

αeP |htw|2λjw + λstW

=
βe

βe + 1
, (32)

and

E{ξ∗e |qe2 ≥ qe3}

= E
{
1+

e
−αeλP |gst|2|htw|2

|gjw|2 − 1

1− e−λW
|qe2 ≥ qe3

}
= 1− 1

1− e−λW
+

1

1− e−λW

∫ ∞

0

f|gjw|2(v)×∫ Wv/(αeP |htw|2)

0

e−
αeλP |htw|2x

v f|gst|2(x) dx dv

= 1− 1

1− e−λW
+

λW

(1− e−λW )βe
e

λW
βe

×
(
Γ

(
−1,

λW

βe

)
− Γ

(
−1,

λW

βe
+ λW

))
. (33)

Substituting (32) and (33) into (31) completes the proof.

After deriving the closed-form expression for ξ∗ under the
two jamming patterns, the deterministic covertness constraints
are reformulated based on the constraint in (3). Moreover,
the corresponding objectives are transformed using (7) and
(8). Consequently, we formulate two deterministic reflection
optimization problems for the two jamming patterns.

E. Optimal Reflection Coefficients and Covert Rates
Since the optimal reflection coefficients α∗

u and α∗
e cannot

be determined directly, we perform monotonicity analyses
under the two jamming patterns to derive efficient solutions.
Under jamming Pattern I, the monotonicity of the warden’s
average minimum detection error rate E{ξ∗u(αu)} and the
effective covert rate Rc

u(αu) with respect to the reflection
coefficient αu is analyzed in Appendix A. Likewise, under
jamming Pattern II, the monotonicity of the warden’s average
minimum detection error rate E{ξ∗e (αe)} and the effective
covert rate Rc

e(αe) with respect to the reflection coefficient
αe is analyzed in Appendix B. Using the results of Theorem
4, the optimal reflection coefficients α∗

u and α∗
e , which max-

imize their respective covert rates under the given covertness
threshold ϵ, can be determined efficiently.

Theorem 4. Given the RF source’s transmit power P and the
jammer’s power distribution, the optimal reflection coefficients
for jamming Pattern I and Pattern II, which achieve the
maximum covert rate under the given covertness threshold ϵ,
are expressed as

α∗
u = min

{
Wβϵ

uλst

(1− βϵ
u)P |htw|2λjw

, 1

}
, (34)

and
α∗
e = min

{
Wλst

βϵ
eP |htw|2λjw

, 1

}
, (35)

respectively. The corresponding maximum covert rates are
determined as

Rc
u = RΦ(c∗u)

ln(λjr + c∗uλstWϕ2/ϕ1)− ln(λjr)

c∗uWλstϕ2/ϕ1
, (36)

and

Rc
e = −RΦ(c∗e)

λe

λλjr
λstc

∗
eϕ2/ϕ1

c∗eλst(1−e−λW )ϕ2/ϕ1

×(Ei(− λλjr

λstc∗eϕ2/ϕ1
)− Ei(−λ(λjr+λstc

∗
eWϕ2/ϕ1)

λstc∗eϕ2/ϕ1
))

, (37)
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Fig. 2. Average minimum detection error rate E{ξ∗u(αu)} for jamming
Pattern I vs. RF source’s transmit power P with W = −10 dB and αu = 0.5.

respectively, where the function Φ(cx) = λsrλjr
e−bxλst

cxPλst+λsr
,

c∗u = max
{

ϕ1(2
R−1)(1−βϵ

u)|htw|2λjw

βϵ
uW |htr|2λst

, ϕ1(2
R−1)

|htr|2P

}
, c∗e =

max
{

ϕ1(2
R−1)|htw|2βϵ

eλjw

W |htr|2λst
, ϕ1(2

R−1)
|htr|2P

}
, βϵ

u is the solution of
E{ξ∗u(βu)} = 1 − ϵ for βu, and βϵ

e is the solution of
E{ξ∗e (βe)} = 1− ϵ for βe.

Proof. The proof is provided in Appendices A and B.

Remark 2. To address computational complexity, we derive
closed-form expressions involving multiple random variables.
These expressions, along with rigorous monotonicity analyses,
are expressed as parameterized forms, introducing no addi-
tional runtime complexity. The determination of the optimal
reflection coefficients necessitates solving for βϵ

u and βϵ
e, which

incurs a small computational overhead. To efficiently obtain
these values, we employ the bisection method. Let Nu and Ne

denote the number of iterations under jamming Pattern I and
Pattern II, respectively. The computational complexities for
these two patterns are O(logNu) and O(logNe), respectively.

V. NUMERICAL RESULTS AND ANALYSIS

This simulation set considers the large-scale channel fading
model described in [12]. The LoS channel coefficient is given
by |hLoS

ij |2 = K2Gijd
−ν
ij , and the average channel gain

between nodes a and b is expressed as 1/λab = K2Gabd
−φ
ab ,

where ab ∈ {ij, kl}, the constant K = λ/4π, which relies
on the carrier wavelength λ. The NLoS channel coefficient
|hNLoS

ij |2 follows an exponential distribution with parameter
λij . ν and φ represent the path loss exponents for LoS and
non-LoS links, respectively. dab and Gab denote the distance
and the antenna gain between the transmitting node a and
the receiving node b. For simplicity, we set ϕ1 = ϕ2 = 0.01.
Additionally, the carrier frequency is 915 MHz, ν = 2, φ = 4,
dst = dsr = dsw = 100 m, djr = djw = 80 m, dtw = 5 m,
and dtr = 1 m.

Under jamming Pattern I, we set the maximum artificial
noise power of the jammer W = −10 dB and the reflection
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Fig. 3. Comparison of the average minimum detection error rates E{ξ∗(α)}
for the two jamming patterns with W = −10 dB, κ = 10 dB, and α = 0.5.

coefficient αu = 0.5. It can be observed from Fig. 2 that the
warden’s average minimum detection error rates, denoted as
E{ξ∗u(αu)}, decrease monotonically with increasing power of
the RF source, P , for various Rician factors κ. However, since
the RF source’s transmit power is typically fixed in practical
scenarios, optimizing the tag’s reflection coefficient based on
(34) becomes essential for effective covert communication.
Furthermore, it is noteworthy that E{ξ∗u(αu)} decreases as the
Rician factor κ increases. This phenomenon can be attributed
to the deterministic LoS component, which becomes more
prominent at higher κ values, resulting in higher information
leakage power compared to the attenuated power of the
random Rayleigh fading component. This observation further
supports that multipath communication environments provide
an advantage for covert communication.

For a clearer comparison of the warden’s average minimum
detection error rates E{ξ∗(α)} under the two jamming pat-
terns, Fig. 3 illustrates the trends of E{ξ∗(α)} as a function
of P . Compared with jamming Pattern I, the warden’s average
minimum detection error rate (i.e., E{ξ∗e (αe)}) under jamming
Pattern II is lower, regardless of the ambient power of the RF
source. This result illustrates that jamming Pattern I deployed
by the jammer achieves better covertness than jamming Pattern
II under varying power levels of the RF source. The reason
lies in the statistical differences between these two jamming
power distributions. The uniformly distributed jamming power
ensures that every value within the range is equally likely,
creating a higher level of unpredictability for the warden. In
contrast, the truncated exponential distribution skews towards
lower power values, leading to less effective masking of the
tag’s signal and a reduced level of covertness as P increases.
Therefore, jamming Pattern II makes the tag’s transmissions
more likely to be detected by the warden.

To verify the relationship between the transmission out-
age probability of the backscatter link θ and the reflection
coefficient α, Figs. 4 and 5 depict the performance trends
of θ under various factors. Specifically, Fig. 4 examines the
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Fig. 4. Outage probability of the backscatter link θu for jamming Pattern I
vs. reflection coefficient αu with W = 10 dB and P = 30 dB.
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Fig. 5. Comparison of the outage probability of the backscatter link θ for
the two jamming patterns with W = 10 dB and P = 20 dB.

impact of varying values of predefined transmission rate R and
backscatter receiver noise power σ2

r under jamming Pattern I,
while Fig. 5 compares the effects of different jamming patterns
with varying R. Notably, Figs. 4 and 5 show that the backscat-
ter link’s outage probability θ decreases monotonically as α
increases. However, θ is larger when higher values of σ2

r or
R are used, or when jamming Pattern I is employed, with a
maximum difference of over 8 times compared to jamming
Pattern II. This comparison illustrates that jamming Pattern
II provides better reliability for the backscatter link compared
to jamming Pattern I, while still maintaining the covertness
constraint.

Figs. 6 and 7 verify the monotonic decrease of the average
minimum detection error rate of the warden E{ξ∗(α)} with
respect to the reflection coefficient α. This trend is analyzed
across various values of the RF source power P and the
maximum artificial noise power W , as well as different jam-
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Fig. 6. Average minimum detection error rate E{ξ∗u(αu)} for jamming
Pattern I vs. reflection coefficient αu.
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Fig. 7. Comparison of the average minimum detection error rates E{ξ∗(α)}
for the two jamming patterns with P = 10 dB.

ming patterns. In Fig. 6, an increase in W results in a higher
E{ξ∗u(αu)} under jamming Pattern I, while an increase in P
results in a lower E{ξ∗u(αu)}. Fig. 7 shows that the average
minimum detection error rates of the warden under jamming
Pattern II exhibit a more pronounced downward trend and are
consistently lower than those under Pattern I across the range
of α. Hence, Pattern I provides a higher level of covertness,
with a maximum difference more than 5 times that of jamming
Pattern II.

These observations confirm that jamming Pattern I achieves
stronger covertness, while jamming Pattern II is less covert
but may offer better reliability. This trade-off highlights the
suitability of jamming Pattern I for scenarios prioritizing
covertness, whereas jamming Pattern II may be preferable in
applications requiring higher communication reliability.

While Figs. 4–7 verify the monotonic relationships between
the outage probability θ and the reflection coefficient α, as
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Fig. 8. Average minimum detection error rate E{ξ∗u(αu)} (colored in blue)
and effective covert rate Rc

u (colored in black) vs. reflection coefficient αu

under different covertness thresholds ϵ for jamming Pattern I.

well as between the warden’s average minimum detection
error rate E{ξ∗(α)} and α, these relationships alone do not
provide a direct method for determining the optimal value
of α. Therefore, Figs. 8 and 9 illustrate the trends of two
achievable effective covert rates (Rc

u and Rc
e under jamming

Pattern I and Pattern II, respectively) versus α for different
covertness thresholds ϵ.

In Figs. 8 and 9, Rc (the black curve) exhibits a mono-
tonically increasing trend with α, while E{ξ∗(α)} (the blue
curve) decreases monotonically. These trends lead to clear and
definitive solutions for the two jamming patterns, represented
as α∗

u in (34) (for jamming Pattern I) and α∗
e in (35) (for

jamming Pattern II). The maximum achievable effective covert
rates, Rc

u and Rc
e, are determined by the intersection points

of the vertical dashed lines (representing different covertness
thresholds) with the growth curve of the effective covert
rates. Additionally, these figures show that a lower covertness
threshold ϵ corresponds to both a lower optimal covert rate
Rc∗

u (Rc∗
e ) and a smaller optimal reflection coefficient α∗

u (α∗
e).

This highlights the inherent trade-off between achieving higher
covert rates and maintaining stronger covertness. Overall, these
results demonstrate that solving for the optimal reflection co-
efficient provides an effective balance between the covertness
and the effective covert rate of the backscatter link.

To effectively evaluate the efficiency of different jamming
patterns, we introduce a novel metric termed “jamming cost”,
defined as the minimum required maximum jamming power
W to achieve a given covertness level. This metric directly
measures power efficiency and clarifies which jamming pattern
is more viable for different IoT scenarios. To provide a
baseline for comparison, we also analyze a direct-link system
[10], where the transmitter sends data directly to the receiver
without using a backscattering tag. We compare the perfor-
mance of both systems under these two jamming patterns.

Let “ABC-U” and “ABC-E” denote ABC systems under
jamming Pattern I and Pattern II, respectively, and let “DL-U”
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Fig. 9. Average minimum detection error rate E{ξ∗e (αe)} (colored in blue)
and effective covert rate Rc

e (colored in black) vs. reflection coefficient αe

under different covertness thresholds ϵ for jamming Pattern II.

and “DL-E” denote direct-link systems under jamming Pattern
I and Pattern II, respectively. Both systems are configured in
an identical network topology, with the primary distinction
that the direct-link system does not incorporate backscatter
link. Since the existing direct-link system does not involve the
reflection coefficient α, using the maximum jamming power
as the cost disproportionately inflates the jamming cost for
the direct link compared to the backscatter link. To ensure a
fair comparison, we set the transmitter’s power in the direct
link as αP (α denotes the same power allocation coefficient
as the reflection coefficient), and then consider the maximum
jamming power as the jamming cost for achieving covertly
secure transmission.

Table I summarizes the comparisons of jamming costs under
the covertness threshold ϵ of 0.05, 0.1, 0.15, and 0.2. The cases
where the tag’s reflection coefficient α ∈ [0, 0.3] are consid-
ered because the warden’s average minimum detection error
rates under the two jamming patterns remain high, as shown
in Fig. 7. As the covertness threshold ϵ decreases and the
values of α or αP increase, the jamming costs of all schemes
exhibit an upward trend. The jamming cost of ABC-E is 2–11
times higher than that of ABC-U, with this ratio decreasing
as α increases. Both schemes operate normally under all the
parameter settings. However, DL schemes incur significantly
higher jamming costs than ABC schemes. In addition, DL-E
fails under most parameter settings and only functions when ϵ
is large and αP is small, whereas DL-U remains operational
but at excessive costs. When ϵ decreases from 0.2 to 0.05,
ABC schemes experience moderate cost growth, DL-U shows
rapid growth, and DL-E quickly fails. In conclusion, ABC-U is
the most suitable choice for scenarios requiring low jamming
costs, while DL schemes have limited practical value due to
either narrow operating range or excessive costs.

Fig. 10 depicts a comparison of jamming costs among
ABC-U, ABC-E, and DL-U under various average minimum
detection error rates of the warden. Compared to the direct-
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TABLE I
COMPARISON OF JAMMING COSTS UNDER VARIOUS COVERTNESS

THRESHOLDS ϵ

Case

W ϵ

0.2 0.15 0.1 0.05

ABC-U

α=0.001 0.001 0.002 0.003 0.008
α=0.005 0.005 0.009 0.015 0.039
α=0.01 0.011 0.017 0.031 0.078
α=0.03 0.032 0.051 0.092 0.233

ABC-E

α=0.001 0.011 0.013 0.017 0.026
α=0.005 0.027 0.033 0.045 0.079
α=0.01 0.042 0.052 0.072 0.141
α=0.03 0.088 0.115 0.181 0.952

DL-U [10]

αP=0.01 0.123 0.194 0.352 0.893
αP=0.05 0.616 0.972 1.757 4.464
αP=0.1 1.232 1.944 3.515 8.928
αP=0.3 3.697 5.833 10.646 26.784

DL-E

αP=0.01 0.287 0.536 Failure Failure
αP=0.05 Failure Failure Failure Failure
αP=0.1 Failure Failure Failure Failure
αP=0.3 Failure Failure Failure Failure

Note: “Failure” indicates the scheme could not meet covertness constraints.

link system, the ABC system under both jamming patterns
requires significantly less jamming power (i.e., lower jamming
cost) to achieve equivalent covertness, underscoring the ef-
fectiveness of integrating ABC with covert communication.
Additionally, Pattern I requires less jamming power than
Pattern II for a given target of average minimum detection
error rate E{ξ∗(α)}, highlighting its cost-effectiveness for
highly security-sensitive applications.

In summary, the results in this section indicate that jamming
Pattern I provides a higher level of covertness with lower
jamming cost than jamming Pattern II, making it better
suited for low-cost applications requiring high security. In
contrast, jamming Pattern II demonstrates greater resilience to
interruptions and achieves a lower outage probability, making
it more reliable in scenarios where communication stability is
prioritized alongside covertness. These findings underscore the
necessity of employing diverse jamming patterns to efficiently
meet personalized service goals across varying scenarios, and
further demonstrate the effectiveness of the proposed ABC
system under the two jamming patterns.

VI. CONCLUSION

This paper investigated the reflection optimization problem
for covert transmission in an ambient backscatter commu-
nication (ABC) system with an external friendly jammer.
To enhance the covert performance of the backscatter link,
we examined two jamming power distributions, uniform and
truncated exponential, and analyzed their impact on system
performance. We derived closed-form expressions for both
the outage probability of the backscatter link and the war-
den’s minimum detection error rate under these jamming
patterns. By leveraging monotonicity analyses, we identified
the tag’s optimal reflection coefficient that maximize the
effective covert rate under a given covertness constraint.
Numerical simulations reveal that uniform jamming achieves
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Fig. 10. Comparison of jamming costs under various average minimum
detection error rates E{ξ∗(α)} with P = 10 dB.

higher covertness than truncated exponential jamming (by up
to over 5 times). Conversely, truncated exponential jamming
offers stronger interference resistance and experiences a lower
outage probability (by up to over 8 times), making it more
robust for applications prioritizing reliable communication.
From a “jamming cost” perspective, i.e., the minimum required
maximum jamming power to achieve a given covertness level,
uniform jamming is more economical in low-cost settings (by
up to 11 times). These results not only highlight the effective-
ness of the proposed reflection optimization framework, but
also serve as a practical guide for selecting jamming patterns
under varying requirements in emerging IoT environments. As
future work, we will extend our analysis to more complex real-
world system models and hardware constraints. We also plan
to prototype multi-tag, multi-jammer setups and investigate
learning-based covert detection at the warden for enhanced
adaptability.

APPENDIX A
PROOF OF THEOREM 4 FOR JAMMING PATTERN I

The first and second derivatives of E{ξ∗u(βu)} are given by
E′{ξ∗u(βu)} = −2βu+lnβu+1, and E′′{ξ∗u(βu)} = −2+ 1

βu
,

respectively. The maximum of E′{ξ∗u(βu)} is E′{ξ∗u(1/2)} =
− ln 2 < 0, indicating that E{ξ∗u(βu)} decreases mono-
tonically with βu. Consequently, E{ξ∗u(αu)} also decreases
monotonically with αu due to the positive correlation between
αu and βu. This implies that the optimized covert rate Rc

u

increases monotonically with αu.
By analyzing the expression of Rc

u in (36), it is clear that Rc
u

can be expressed as Rc
u = RΦ(cu)f(du) where du = cuϕ2/ϕ1

and

Φ(cu) =
λsrλjre

−cuσ2
rλst/ϕ1

cuPλst+λsr
> 0,

f(du) =
ln(λjr+duλstW )−ln(λjr)

duWλst
> 0.

(38)
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The first derivatives of Φ(cu) and f(du) with respect to cu
and du are given by

Φ′(cu) = −λ2
stλjr(σ

2
r(λsr + cuλstP )/ϕ1 + P )e

− cuλstσ
2
r

ϕ1

(λsr + cuλstP )2
< 0

(39)
and

f ′(du) =

duWλst
duWλst+λjr

− ln(duWλst + λjr) + ln(λjr)

d2uWλst
=

m(du)

d2u
,

(40)
respectively. To further determine the monotonicity

of f(du) with respect to du, we define a function
m(du) ≜ duWλst/(duWλst + λjr)− (ln(duWλst + λjr)−
ln(λjr))/(Wλst). Accordingly, the first derivative of m(du)
is given as

m′(du) = − duWλst

(duWλst + λjr)2
≤ 0. (41)

Since m′(du) < 0, m(du) decreases monotonically with du,
implying m(du) < m(0) = 0, f ′(du) < 0, and Φ′(cu) < 0.
Hence, both f(du) and Φ(cu) are decreasing monotonically
with respect to du and cu, respectively. Combining this with
(38), Rc

u decreases monotonically with cu but increases with
αu due to the negative correlation among αu, du, and cu.
Since E{ξ∗u(αu)} decreases monotonically with αu, we set
the optimal reflection coefficient α∗

u as (34).

APPENDIX B
PROOF OF THEOREM 4 FOR JAMMING PATTERN II

Let G(y) = yey (Γ (−1, y)− Γ (−1, y + λW )).
When y = λW

βe
, we get G(λWβe

) =
λW
βe

e
λW
βe

(
Γ
(
−1, λW

βe

)
− Γ

(
−1, λW

βe
+ λW

))
. The first

derivative of G(y) is G′(y) = e−λW y2−(λW+y)2

(λW+y)2y
+ ey(y +

1)(Γ(−1, y) − Γ(−1, λW + y)) . In practical ABC systems,
the product of λ and W is positive, i.e., λW > 0. For y > 0,
as illustrated in Fig. 11, Γ(−1, y) − Γ(−1, λW + y) > 0.
Since e−λW y2−(λW+y)2

(λW+y)2y
< 0, G′(y) < 0, which means

G(λWβe
) increases monotonically with βe.

Observing that 1− 1
1−e−λW is a constant, we deduce from

(33) that E{ξ∗e (βe)|qe2 ≥ qe3}(> 0) increases monotonically
with βe. Furthermore, since Pr{qe2 ≥ qe3} = βe

βe+1 > 0 and
βe

βe+1 also increases monotonically with βe, it follows directly
that E{ξ∗e (βe)} increases monotonically with βe. Finally, due
to the negative correlation between αe and βe, it is concluded
that E{ξ∗e} decreases monotonically with αe.

The next step is to prove that the optimized covert rate, Rc
e,

increases monotonically with αe. From (37), we have Rc
e =

−RΦ(ce)fe(de), where de = ceϕ2/ϕ1 and

Φ(ce) =
λsrλjre

−ceσ2
rλst/ϕ1

cePλst+λsr
> 0,

fe(de) =
λe

λλjr
λstde

(
Ei

(
−

λλjr
λstde

)
−Ei

(
−

λ(λjr+λstdeW )

λstde

))
deλst(1−e−λW )

< 0.
(42)

To clarify the monotonicities of Φ(ce) and fe(de) with
respect to ce and du, their first derivatives are separately given
as

Φ′(ce) = −λ2
stλjr(σ

2
r(cePλst + λsr)/ϕ1 + P )e−ceσ

2
rλst/ϕ

(cePλst + λsr)2
< 0,

(43)
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Fig. 11. Plot of Γ(−1, y)−Γ(−1, λW + y) as a function of y, for the case
λW = 2.

and
f ′
e(de) =

h(de)

λ2
st (1− e−λW ) d3e

, (44)

respectively, where

h(de) = λe
λjrλ

λstde (λstde + λjrλ)
(
Ei

(
−λ(λjr+λstWde)

λstde

)
−Ei

(
− λjrλ

λstde

)
+ λstde

(
λjre

−λ

(
λjr

λstde
+W

)
λstWde+λjr

− e
−

λjrλ

λstde

))
.

(45)
To further determine its monotonicity, let

H(de) = (λstde + λjrλ)
(
Ei

(
− (λjr+λstWde)λ

λstde

)
−Ei

(
− λjrλ

λstde

))
+ λstde

(
λjre

−λ

(
λjr

λstde
+W

)
λstWde+λjr

− e
−

λjrλ

λstde

)
(46)

then

H ′(de) = −λste
−

(
λλjr
λstde

+λW

)
(λstWde+λjr)

2

(
(λstWde + λjr)

2e

(
λλjr
λstde

+λW

)
(
Ei

(
− λjrλ

λstde

)
− Ei

(
− (λjr+λstWde)λ

λstde

))
+ λstλjrWde

)
.

(47)

Let A = λste
−λ

(
λjr

λstde
+W

)
(λstWde+λjr)

2 > 0 , B = e
λ
(

λjr
λstde

+W
)
> 1 ,

−C =
(
Ei

(
− λjrλ

λstde

)
− Ei

(
− (λjr+λstWde)λ

λstde

))
< 0 ,

then H ′(de) = −A
(
−BC(λstWde + λjr)

2
+ λstλjrWde

)
,

and H ′(de) = ABC(λjr
2 + de

2λst
2W 2) − λjrλstWde(1 −

2BC)A > 0.
Since H ′(de) > 0, it follows that H(de) increases mono-

tonically with de and satisfies H(0) = 0. Note that h(de) > 0
since de > 0, it indicates that f ′

e(de) > 0, and Φ′(ce) < 0.
These show that fe(de) monotonically increasing functions
with de and Φ(ce) monotonically decreasing functions with
ce. Combining this with (42), Rc

e decreases monotonically
with ce and de but increases with αe due to its negative
correlation with ce and de. Considering that E{ξ∗e} decreases
monotonically with αe, we can set the optimal reflection
coefficient α∗

e as (35).
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