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Abstract—This paper studies source-identity privacy in uplink
low-altitude wireless networks (LAWNs), where multiple ground
users simultaneously transmit messages to an unmanned aerial
vehicle (UAV) in the presence of an eavesdropper. Unlike conven-
tional physical-layer security designs that primarily prevent in-
formation decoding, we consider an eavesdropper who separates
individual signal components from the composite uplink obser-
vation and infers the originating users from spatial statistical
characteristics. To hinder such source identification, we develop
a privacy-preserving uplink Jensen-Shannon divergence that
quantifies the pairwise distinguishability between the separated
signal components. A full-duplex UAV is further employed to
transmit artificial noise (AN) while receiving the uplink signals.
We formulate a worst-case privacy-preserving design that jointly
optimizes the uplink beamforming and the AN covariance. An
iterative algorithm is developed to obtain a suboptimal solution.
Simulation results demonstrate the effectiveness of the proposed
design in reducing source distinguishability.

Index Terms—Low-altitude wireless networks, physical-layer
privacy, uplink beamforming.

I. INTRODUCTION

Low-altitude wireless networks (LAWNSs) are expected to
provide flexible three-dimensional coverage and ubiquitous
connectivity for emerging low-altitude applications, includ-
ing aerial logistics, environmental monitoring, and intelligent
transportation [1], [2]. Owing to their mobility, rapid deploy-
ment capability, and favorable air—ground propagation condi-
tions, unmanned aerial vehicles (UAVs) can serve as aerial
base stations (BSs) or data collectors for widely distributed
ground users.

Despite these advantages, the open propagation environ-
ment of LAWNs also introduces substantial physical-layer
security risks. The broadcast nature of wireless transmission,
together with strong air-ground line-of-sight (LoS) links,
allows unauthorized receivers to intercept signals. Toward
this end, existing physical-layer security studies have mainly
addressed this issue by protecting the confidentiality of the
transmitted information [3], [4]. Typical approaches include
secrecy rate optimization and artificial noise (AN) transmis-
sion. For example, UAV-enabled cooperative jamming was
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investigated to suppress the reception capability of an eaves-
dropper and improve the secrecy performance of a ground
wiretap channel [5], [6]. In [7], the UAV simultaneously
served as a downlink transmitter and radar receiver to track
and predict a legitimate user’s state. It optimized its trajectory
in real time to maximize the secrecy rate. Beyond information
confidentiality, covert communication has been introduced to
conceal the occurrence of wireless transmission itself [8], [9].
In UAV-assisted networks, the UAV trajectory and transmit
scheduling can be jointly designed to reduce the detection
capability of unauthorized observers. In [10], the authors stud-
ied UAV-enabled covert wireless data collection by allowing
a full-duplex (FD) UAV to receive uplink data while emit-
ting artificial noise to hide the scheduled user’s transmission
from other ground nodes. Compared with conventional secure
communication, covert communication provides an additional
level of protection by making the existence of a transmission
difficult to detect [11].

However, secure and covert transmission designs can not
fully eliminate physical-layer privacy leakage [12]. Once a
transmission is detected, or when an eavesdropper can observe
and separate multiple simultaneously transmitted signal com-
ponents, user-dependent physical features may still reveal the
origin of each component. This issue is particularly important
in multiuser uplink LAWNs, where users occupy different
locations and experience distinct spatial channels toward the
eavesdropper. Consequently, their received signal components
may exhibit different statistical features even when the pay-
loads and protocol-level identity fields are encrypted. By
exploiting these differences, an eavesdropper may associate an
observed component with a particular user and infer sensitive
information, such as user activity, communication status, and
location association. Therefore, preventing message decoding
or transmission detection alone does not directly guarantee
source-identity privacy.

Motivated by the above, this paper investigates source-
identity protection in an uplink multiuser LAWN. We consider
multiple multi-antenna ground users that simultaneously trans-
mit to a multi-antenna UAV in the presence of a multi-antenna
eavesdropper. The eavesdropper is assumed to separate user-



dependent signal components from its composite observation
and identify their sources according to their spatial covariance
characteristics. Our design objective is to maintain reliable
multiuser uplink transmission at the UAV while making the
conditional observations associated with different users statis-
tically indistinguishable at the eavesdropper.

To this end, we develop a privacy-preserving uplink
beamforming framework assisted by FD UAV jamming. A
covariance-based Jensen-Shannon divergence surrogate is de-
rived to characterize the pairwise distinguishability of the user-
induced observations at the eavesdropper. The users’ transmit
covariance matrices and the UAV’s AN covariance matrix are
then jointly optimized. To address the resulting non-convex
problem, we construct a tractable upper approximation of the
Jensen-Shannon divergence and develop an iterative algorithm
based on successive convex approximation (SCA) techniques.
Simulation results validate the effectiveness of the proposed
design.

Notations: Boldface lowercase and uppercase letters denote
vectors and matrices, respectively. The operators (-)7, ()71,
tr(-), det(:), and rank(-) denote the Hermitian transpose,
matrix inverse, trace, determinant, and rank, respectively. The
notation X > 0 indicates that X is positive semidefinite, and
Iy denotes the N x N identity matrix. Moreover, || || denotes
the Euclidean norm, E[-] denotes expectation, and CA/ (u, R)
denotes a circularly symmetric complex Gaussian distribution
with mean p and covariance R.

II. SYSTEM MODEL

As illustrated in Fig. 1, we consider an uplink LAWN
system in which multiple ground users transmit information
to a UAV-enabled aerial BS in the presence of a passive
eavesdropper, referred to as Eve. The UAV operates in full-
duplex mode, such that it can receive the desired uplink signals
and simultaneously emit AN to perturb Eve’s observation.
This work aims to protect source-identity privacy by prevent-
ing Eve from distinguishing user-dependent spatial statistical
signatures.

The network consists of K ground users, one full-duplex
UAV, and one Eve. The user set is denoted by K =
{1,2,...,K}. Each ground user and Eve are equipped with
N; and N, antennas, respectively, whereas the full-duplex
UAV utilizes separate transmit and receive arrays, each com-
prising N, antennas. All users share the same time-frequency
resource and transmit independent uplink streams to the UAV.
Let s; ~ CN(0,1) denote the information symbol of user k,
satisfying

Ellsk?) =1, E[s;s;] =0, i#3. (1)
The transmit beamforming vector of user k is denoted by
f;, € CVvx1, Hence, the transmitted signal of user k can be
expressed as x; = fjs;. Furthermore, the transmit power of

each user is constrained by

I1£:]> < B, Vk € K. 2)

Self-interference

H,, fis1

User 1 A

N
S

'7/[/ . Hugzan
Go
&

-~ l, e N
-, ey 78N

User 2 A . ""‘ "

‘|‘I“‘.‘|‘ \\\\\ N

k frsk an e “
b 44 080,800 i
User K He,fis1, Hepfasa, .. Hex fresk '
. Eve

— Uplink transmissions ~ — — Eavesdropping - — — AN signal

Fig. 1. The considered privacy-preserving uplink LAWN scenario.

To enhance source-identity privacy, the UAV emits AN during
uplink reception to mask user-dependent spatial features at
Eve. The AN signal is modeled as zany ~ CN(0,Ran),
where Ran = O denotes the AN covariance matrix. The AN
transmit power at the UAV is subject to

tI‘(RAN) < Plinax' 3)

We first model the signal received by the legitimate UAV.
Due to full-duplex operation, the emitted AN leaks into the
UAV receiver. Let H,, ;, € CNu*Nt denote the uplink channel
from user k to the UAV and Hg; € CNe*Mu denote the
self-interference channel. The received signal at the UAV is
expressed as

K
yo= Hupfise + ostHsizan + 0y, (4)
k=1
where n, ~ CN(0,02Iy,) denotes the additive white
Gaussian noise (AWGN) at the UAV. In (4), the coefficient
0 < pst < 1 characterizes the residual self-interference level
after self-interference cancellation.

The UAV adopts linear multiuser detection to recover the
users’ uplink streams [13]. When decoding the stream of
user k, the signals from the remaining users and the residual
self-interference induced by full-duplex AN transmission are
treated as interference. The corresponding interference-plus-
noise covariance matrix is

Cr=> HyfifH + psHyRANHE + 071y, (5)
J#k
The minimum mean-squared error (MMSE) receive beam-
forming direction for user k is given by [14]

u;, = C; 'Hy 1. (6)
The resulting post-combining SINR is
M = g O H oy (7)

To guarantee reliable uplink communication performance,
each user is required to satisfy the following quality-of-service
(QoS) constraint:

MMSE > Fk,

Vi vk € K, 3



with 'y, being the preset SINR threshold. We next model the
composite signal observed by Eve. Let H,, , € CNe*™Mt denote
the channel from user k to Eve, and let Hyg € CNeXNu
denote the channel from the UAV to Eve. The received signal
at Eve is

K

Ve = Z He 1 fisi + Hypzan + ne, )]

k=1

where n, denotes the AWGN at Eve.

III. PROBLEM FORMULATION

In this section, we formulate the privacy-preserving uplink
transmission design problem. Based on the composite observa-
tion in (9), Eve may separate the individual signal components
and subsequently infer their originating users from differences
in the associated spatial statistics. Such inference becomes
more reliable when the components generated by different
users exhibit clearly distinguishable statistical characteristics.
Therefore, the design objective is to reduce the statistical
distinguishability among the extracted components observed
by Eve, while guaranteeing reliable uplink reception at the
UAV.

Assume that Eve can effectively suppress the signal contri-
butions of the remaining users during the separation process,
whereas the unknown AN transmitted by the UAV remains
in the resulting observation. We focus on component-wise
source identification, where Eve infers the source of each
extracted component from its individual spatial statistics with-
out exploiting the joint statistics among multiple separated
components. Let S € K denote the source identity of an
extracted signal component. Conditioned on S = k, the
corresponding separated observation at Eve is modeled as

Ve.i = He 1fisi + Hupzan + Ve ks (10)

where v, is the disturbance following vy ~
CN (O,afykINe). Therefore, the conditional probability
density function (PDF) of the extracted observation can be
straightforwardly expressed as [15]

Pek(Y) 2 pFer=y|S=k). (11)

Under the Gaussian models introduced in Section II, pe 1 (y)
is a zero-mean circularly symmetric complex Gaussian distri-
bution with covariance matrix

Re s = He fif B, + HugRanH{g + 02 In,, (12)

which can be rewritten as pex(y) = CN (0,Rey). The
collection {pe i }rex characterizes the statistical distributions
of the signal components originating from different users.
If po; and pe; are well separated, Eve can more reliably
determine whether an extracted component originates from
user ¢ or user j. Conversely, when these conditional distribu-
tions are close, inferring the physical source of an extracted
component becomes challenging. As a consequence, reducing

the pairwise statistical distinguishability among {pe }rex
improves source-identity privacy. To quantify the pairwise
statistical distinguishability at Eve, we adopt the Jensen-
Shannon (JS) divergence, which is a symmetric divergence
measure between two probability distributions. In particular,
for two users 7 and j, the JS divergence between p. ; and pe ;
is defined as [16]

1
mij) + = D (pe,jllmiz), (13)

o 1
Djs(i,j) = 5 DL (Pe.i 5

2

where
1 1

mij(y) = §pe,i(y) + §pe,j(y), (14)

is the equally weighted mixture distribution and Dy, (+]|-) is
the Kullback-Leibler (KL) divergence. Equivalently, (13) can
be re-expressed as

Dis (i, j) = h(mij) — %h(pe,i) - %h(pe,j)v 15)
where h(-) denotes differential entropy. The JS divergence
is symmetric, non-negative, and equal to zero if and only
if the two distributions are identical. In other words, if all
conditional distributions {pe i }rex are identical, the source
index S is statistically independent of Eve’s observation, and
Eve cannot infer the transmitting user from this observation
alone.

To facilitate the system design, we further define Fy =
f,.£2 which follows that

F, =0, rank(F;)=1. (16)
Then, the covariance matrix R, ; can be simplified as

R, = He F HY, + HugRanH{g + 02, In,. (A7)

Based on the above discussion, we minimize the worst-case
pairwise statistical distinguishability at Eve, while satisfying
the uplink QoS constraints in (8) and the power constraints in
(2) and (3). The original problem is formulated as

Py - F,{nrltriN irgzeuléDJs(i,j) (18a)
i<j

st. AMMSE >, vk e K, (18b)

tr(Fg) < P, Vke K, (18c)

Fo =0, rank(Fy)=1, Vkek,  (18d)

tr(Ran) < P"™, Ran = O, (18e)

Problem P; is non-convex and difficult to solve directly. The
non-convexity arises from the rank-one constraints on Fy
and the worst-case objective. Moreover, the SINR constraints
are coupled with the transmit covariance matrices and the
AN covariance. To address these challenges, we develop an
iterative algorithm to obtain a suboptimal solution in what
follows.



IV. PROPOSED ALGORITHMS

This section presents an iterative solution to P;. We first
deal with the non-convex objective function. Notice that
although p, ; and p. ; are Gaussian, the Gaussian mixture 1,
generally has no closed-form differential entropy expression.
Therefore, directly optimizing (15) is challenging. To com-
promise, we now construct a covariance-based surrogate. It is
evident that the mixture m;; is zero mean and has covariance

_ 1

R = 3 (Re,i + Re,j) - (19)
In light of the maximum-entropy property [17], the entropy
of m;; is upper bounded by that of a zero-mean complex
Gaussian distribution with covariance Re)ij, ie.,

h(m;;) <logdet (ﬁef{e,ij) ) (20)
For each Gaussian component, we have [18]
h(pe,r) = logdet (meRe 1) - 21

Substituting (20) and (21) into (15), it follows that
~ _ 1
Djs(i,5) < Djys(i, ) =logdet (Re,ij) ~3 log det(Re ;)

— %log det(Re,j)-

(22)
It is evident that 5JS(i,j) = 0 when R.; = Re ;. Under
the zero-mean Gaussian model given by (11), ﬁys(i, j)=20
further indicates pe ; = pe,;. Hence, reducing D 1s(i, ) makes
the Eve’s observations induced by users ¢ and j statistically
indistinguishable, thereby limiting Eve’s ability to identify the
transmitting user.

Although (22) is more manageable, the min-max structure
is still intractable. To address this challenge, we introduce
an auxiliary variable 7 to represent the worst-case privacy
distinguishability among all user pairs. Then, we have the
following problem Po:

Pai ppin @3
st. Dys(i,j) < n.Vi#j, (23b)
(18b), (18¢c)(18d), (18e) (23c¢)

It is observed that the term log det(Re ;;) in (22) is concave
with respect to Re ;;, and thus admits a global affine upper
bound via first-order Taylor expansion given a local point,
which is given by

log det(Re,i;) <logdet (RZH)
+tr [(Rgﬂ)*l (Re,ij — Rg,ij)} 2 97,

24
where R;i, denotes the local point at the r-th iteration. There-

fore, an upper approximation of the pairwise JS surrogate is

Ar ol 1 1
Djs(i, j) = ¢i; — 3 log det(Re ;) — 3 log det(Re ;). (25)

To handle the rank-one constraint, we leverage Schur’s
complement, such that (18d) can be represented by

Fr f
—
{ka 1} =0, Vk, (26)
together with
tr(Fy) — fAf, <0, Vk. (27)

The constraint in (27) is non-convex. At the r-th iteration, we
obtain the first-order lower bound particularized as

£ £ > 2R{(ED) "6} — 1€ (28)
Then, (27) is conservatively approximated by
tr(Fy) — 2R{(E) "6} + IFF1* <0, ¥R (29)

We proceed to address the SINR constraint. Define Ay ; =
H! ;uufH, j, and B, = H{{uu; Hg;, the SINR require-
ment (8) can be equivalently written as

tr(Ag xFi)

>T (Z tr(A;w-Fj) + ps1tr(BgRan) + JﬁukHz) .
i#k
(30)
It is evident that (30) is now a linear constraint. Based on the
above discussions, the original problem in iteration r can be
approximated as the following problem:

Ps min (31a)
Fi . fi,Ran,n

st. Dig(i,j) <m, Vi<j, (31b)
[‘Eﬁ ﬂ >0, Vk, (3lc)
tr(Fr) — 2R{(£)) "} + [[£5]> <0, Yk, (31d)
Fir = 0, Rax = 0, (18c), (18¢), (30). (le)

However, the strict first-order Taylor approximation of the
rank-one constraint can easily render the convexified problem
‘Ps infeasible if the initialized Fj and fj;, are not strictly
aligned. To circumvent the difficulty of finding a specifically
tailored initial point that satisfies this restrictive mathematical
approximation, we adopt a penalty-based SCA method by
introducing a non-negative slack variable & > 0 [19]. The
resultant problem becomes
Py min

'
n+T E &k
Fi fr,Ran,m,ék -

st tr(Fp) — 2R{(E0) 6.} + || ||> < &, VE, (32b)
gk 2 07 Vkv (320)
(18¢), (18e), (30), (31b), (31¢). (32d)

(32a)

Here, 7" > 0 denotes the penalty coefficient at iteration 7.
It is updated according to 771 = min{x7", Tmax}, Where
x > 1 is the penalty growth factor and 7,y is the prescribed



Algorithm 1 Proposed Penalty-Based SCA Algorithm

Require: Channel matrices, power budgets, SINR thresholds,
tolerances €1, €5, and 70> 0.
Ensure: {f}} and R}y.
1: Initialize {f?,F%}, Ry, and set r = 0.

2: repeat
3. Update the MMSE receive beamformers {u},} accord-
ing to (6).

4 Compute {A} ;}, {B}}, and {R{ ,}.

5: Construct the upper bounds {¢};} according to (24).
6:  Solve P4 to obtain {Fy T £+ &1 RIL nr+1.
7. Update 77! = min{X7", Tmax } and set r < 7 + 1.
8 until [n" — 1"t /|n"71| < €1 and maxy £ < €

9: return {f]} and R} .

upper bound. Since the MMSE receiver depends on F; and
RN, the receive beamformers uy are updated according to
(6) at each iteration. The optimization variables and receive
beamformers are then alternately refined until the objective
variation and the slack variables satisfy the prescribed toler-
ances. The overall procedure is summarized in Algorithm 1.

V. SIMULATION RESULTS

In this section, we present extensive numerical results to
verify the effectiveness of the proposed privacy-preserving
design. The considered system comprises K = 4 ground
users, each equipped with Ny = 4 antennas. The FD-UAV
utilizes N, = 8 transmit and receive antennas. The eaves-
dropper is equipped with N, = 4 antennas. Spatially, the
UAV is positioned at (0,0,100) m and Eve at (80,80,0) m.
The ground users are uniformly distributed within an area of
60 x 60 m?. All communication links, including the channels
from the user to the UAYV, the user to Eve, and the UAV to
Eve, are modeled using Rician fading with a Rician factor of
10 dB. The large-scale channel power gain is characterized by
B(d) = Bod~™ where Sy = —40 dB represents the reference
channel power gain at a distance of 1 m and o = 2.5 is
the path loss exponent [20]. The noise power at both the
UAV and Eve is set to —100 dBm, and the residual self-
interference coefficient is fixed at pg1 = —60 dB. Furthermore,
the maximum transmit power for each ground user is capped
at P"** =5 dBm. The optimization algorithm is configured
with a convergence tolerance of 1074,

To rigorously validate the performance of our proposed de-
sign, we compare two baseline schemes. The first benchmark
is the isotropic AN scheme, in which the AN covariance is set
to an isotropic emission defined as Ran = (P™*/Ny,)In,
and optimizes only the users’ transmit covariance matri-
ces. The second benchmark is the scheme without AN.
It eliminates the use of artificial noise entirely by setting
Ran = 0. Furthermore, privacy performance is quantified
using the worst-case distinguishability metric, i.e., D}, =
mMax; < EJS(’I:, j), where a diminished value indicates that
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Fig. 2. The evaluation of convergence behavior.

the user-dependent observations at Eve are statistically less
distinguishable.

Fig. 2 illustrates the convergence behavior of the proposed
algorithm across four combinations of the required SINR
I'y;, and the UAV AN power budget P;***. Across all tested
configurations, the privacy distinguishability metric exhibits a
precipitous decline during the initial iterations and stabilizes
after approximately six to eight iterations. For a given SINR
requirement, increasing P;*** from 5 dBm to 10 dBm yields a
substantial reduction in privacy distinguishability throughout
the optimization process. This is because a more generous
AN power budget permits the UAV to inject a dominant
covariance component into Eve’s observations. This effec-
tively masks the relative disparities among the users’ spatial
features. Conversely, for a fixed AN power budget, the curves
associated with I';, = 5 dB consistently reside above those for
I'y = 0 dB. An elevated SINR constraint inherently restricts
the feasible beamforming space. It necessitates that a greater
proportion of spatial resources be dedicated to ensuring reli-
able uplink reception. Consequently, fewer degrees of freedom
remain available for equalizing the statistical observations at
the eavesdropper.

Fig. 3 plots the worst-case privacy distinguishability as a
function of the required SINR. A uniform upward trend is
observable across all schemes as I'y increases. This under-
scores a fundamental tradeoff between privacy and communi-
cation reliability. Under relaxed SINR constraints, the transmit
covariance matrices possess sufficient flexibility to obscure
the statistical differences among Eve’s observations. However,
as ['y increases, the users’ transmission strategies must in-
creasingly align with their legitimate channels to fulfill the
QoS mandates. These highly specific beamforming alignments
inadvertently generate more pronounced and distinguishable
covariance signatures at Eve. Additionally, amplifying the AN
covariance exacerbates the residual self-interference at the FD
UAV, which imposes a physical limit on AN design that can
be viably deployed under strict SINR requirements.
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We further observe that the proposed joint design consis-
tently yields the lowest Dg, .. among all evaluated schemes.
This superiority arises from the framework’s ability to spa-
tially shape the AN covariance toward the exact directions
where user-induced observations exhibit the highest distin-
guishability. By contrast, isotropic AN disperses power uni-
formly across all spatial dimensions. This renders it inefficient
at neutralizing the specific distinguishing features isolated
by Eve. The isotropic approach still surpasses the baseline
without AN, but its privacy enhancements are demonstrably
inferior to those of the proposed joint design. Expanding
the AN power budget from 10 dBm to 15 dBm further
bolsters the proposed design’s efficacy. This gain becomes
especially pronounced under stringent SINR requirements.
For instance, at I'y, = 20 dB, the proposed framework with
P'#* = 15 dBm achieves a privacy distinguishability on
the order of 10~%. In contrast, both the isotropic AN and
the without AN schemes stagnate on the orders of 1073
and 1072, respectively. Notably, the proposed curve operating
at P*** = 10 dBm rises sharply at elevated SINR levels.
This reveals that this constrained AN budget is insufficient to
counterbalance the loss of beamforming flexibility.

VI. CONCLUSION

This paper investigated source-identity privacy in uplink
multiuser LAWNS, where an eavesdropper may infer the trans-
mitting user by exploiting user-dependent spatial statistics.
To address this challenge, we developed a full-duplex UAV-
assisted privacy-preserving framework that jointly optimizes
the users’ uplink beamforming and the UAV’s AN covariance.
Specifically, a covariance-based Jensen-Shannon divergence
surrogate was introduced to quantify the worst-case statistical
distinguishability among the eavesdropper’s conditional ob-
servations, thereby translating the source-identity protection
objective into a tractable design metric. The resulting non-
convex optimization problem was solved using an iterative
SCA-based algorithm. Simulation results confirmed the rapid

convergence of the proposed method and revealed a funda-
mental tradeoff between source-identity privacy and uplink
communication efficiency. Furthermore, the joint design was
shown to consistently achieve lower privacy distinguishability
than benchmark schemes, validating the effectiveness of the

proposed approach.
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